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CS 202: Quiz 8 (P vs. NP)
1. What is the P vs. NP problem? What is the history behind this problem,
and what is its current status?

The P vs. NP problem is a fundamental question about algorithmic efficiency in computer science.
The problem asks if all problems that can be verified quickly—those which are class NP
“nondeterministic polynomial time” problems—can be reduced to class P problems, those solvable in
polynomial time. Despite much effort towards a solution, the problem remains open.
The problem’s genesis came in 1956, when Kurt Gödel, an Austrian logician, penned a letter to John
von Neumann, describing the P vs. NP problem [1]. It is not known if von Neumann ever read the
letter, but it was later discovered and widely distributed in 1988. However, P vs. NP truly became a
phenomenon when Richard Karp published his 1972 paper which proved that various combinatorial
problems are NP-complete.
Currently, the P vs. NP problem remains unsolved. It is a Clay Milenium Prize Problem, which
means that the Clay Mathematics Institute will reward a solution with $1 million [2].

2. What would the consequences be if 𝑃 = NP ? Conversely, what if 𝑃 ≠
NP ?

If it were to be proven that 𝑃 = NP, then every problem that can be verified quickly could also be
solved quickly. This would be revolutionary, changing many things in the field of computer science.
For example, RSA encryption (which relies on the difficulty of factoring large numbers) could no
longer be considered secure because it is an NP algorithm—verification of an RSA key is quick, and if
𝑃 = NP, then reversing the process would also be quick [3].
A proof that 𝑃 ≠ NP would mean that not every problem whose solutions can be efficiently verified
could be efficiently solved. This would mean that some problems would just be intractable, perhaps
RSA. Note this distinction: the logical statement that 𝑃 ≠ NP ⇒ the RSA agorithm is intractable in
the reverse direction is not necessarily true. Since 𝑃  and NP are sets of problems, some problems
can exist in both sets, and as long as at least one problem is unique to either 𝑃  or NP, then 𝑃 ≠ NP.
Notice that some problems may still exist in both 𝑃  and NP.

3. What are quantum computers, and could they efficiently solve NP-hard
problems once fully developed?

Quantum computers operate on the basis of quantum mechanics. Based on superposition,
entanglement, decoherence, and interference, quantum computers can encode more data at once by
redefining the numerical system used by the computer: instead of using binary bits, quantum bits
(qubits) are used. These qubits act like subatomic particles, though made of atoms, and can behave
just like binary bits (store either 0 or 1). However, they can also be a weighted combination of 0 and
1 at the same time. When combined, qubits can scale exponentially [4].

It is unknown if quantum computers could solve NP-hard problems efficiently once fully developed.
They do show promise with quantum algorithms like Shor’s algorithm, which can factor an 𝑛-bit
composite number 𝑁  with time complexity 𝑂((log𝑁)3), and Grover’s algorithm, which can search
through a list of 𝑛 items in time 𝑂(

√
𝑛) [5], [6]. As mentioned, these are promising results, but in

order for NP-hard problems to be solvable by quantum computers, an exponential time reduction



would be required, since as the size of an NP-hard problem increases, the time to find an optimal
solution grows exponentially [7]. Grover’s algorithm, for example, only provides a polynomial time
reduction. Thus, more work is needed to determine if quantum computers could solve NP-hard
problems once fully developed.

4. How might quantum computers affect the RSA cryptosystem? Are there
alternative cryptographic systems designed to mitigate the potential threat
posed by quantum computers?

As mentioned above, there is a quantum algorithm that factors an 𝑛-bit composite number 𝑁  in
polynomial time—Shor’s algorithm (complexity 𝑂((log𝑁)3)). This poses a real threat to RSA—if
composites can be factored quickly, then RSA’s power will wein, since RSA’s cryptographic strength
comes from how difficult it is to factor numbers. It is probable that RSA will be phased out by the
time quantum computers are fully developed, in favor of other systems, under the collective
umbrella of post-quantum cryptography. There are a number of possible directions that post
quantum cryptography could take [8]:
• Lattice-Based Cryptography: A lattice is a set of points in some 𝑛-dimensional space with a

periodic structure. The reason these could be used is that lattice problems have seen much
research in the quantum domain, yet no quantum algorithm that significantly outperforms any
classical algorithm are known for lattice problems. The classic problem for this branch is the
shortest vector problem (SVP).

• Hash-Based Cryptography: Hash-based cryptosystems use hash functions to encrypt data. The
simplest hash-based cryptosystem is the Merkle signature scheme, which converts from weak
signature schemes to strong ones.

5. Demonstrate that if the decision version of the Hamiltonian cycle
problem can be solved in polynomial time, then the task of actually finding
a Hamiltonian cycle (or determining that none exists) can also be
accomplished in polynomial time.

Let HamiltonianExists(G) be a polynomial-time algorithm that determines if 𝐺 (an undirected
graph) contains a Hamiltonian cycle. It returns a boolean value. To show that the task of actually
finding a Hamiltonian cycle can be accomplished in polynomial time, an algorithm is proposed that
uses HamiltonianExists(G):

function FindHamiltonian(G):
  cycle = []
  graph = G
  for each edge e (u, v) in G:
    G' = graph \ {e}
    if not HamiltonianExists(G'):
      # if removing this edge breaks the cycle, it
      # must be part of the cycle.
      add e to cycle
    else:
      # we can remove e from the graph
      graph = G'
  return cycle

Notice that the decision algorithm is called 𝑂(|𝐸|) times, a linear complexity. If
HamiltonianExists(G) is polynomial-time, then FindHamiltonian(G) is 𝑂(|𝐸| ⋅ 𝑝), where 𝑝 is some



polynomial, which means FindHamilton(G) is a polynomial-time algorithm, since |𝐸| ⋅ 𝑝 is a
polynomial.
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